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10 years building and directing structures for the common good
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So�ware is knowledge

Key mediator for accessing all information (c) Banski

Information is a main pillar of our modern societies.

Absent an ability to correctly interpret digital information, we are
le� with [. . . ] "ro�ing bits" [. . . ] of no value.

Vinton G. Cerf IEEE 2011

So�ware is an essential component of modern scientific research

[. . . ] the vast majority describe experimental methods or so�ware that
have become essential in their fields.

Top 100 papers (Nature, October 2014)

Bo�omline: Sofware embodies our Knowledge and Cultural Heritage

It must be collected, referenced and made accessible!
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The knowledge is in the source code!

“The source code for a work means the preferred form of the work for
making modifications to it." GPL Licence

Hello World

Program (excerpt of binary)

4004e6: 55
4004e7: 48 89 e5
4004ea: bf 84 05 40 00
4004ef: b8 00 00 00 00
4004f4: e8 c7 fe ff ff
4004f9: 90
4004fa: 5d
4004fb: c3

Program (source code)

/* Hello World program */

#include<stdio.h>

void main()
{

printf("Hello World");
}
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Source code is special

Harold Abelson, Structure and Interpretation of Computer Programs

“Programs must be wri�en for people to read, and only incidentally for machines to execute.”

�ake III source code (excerpt) Net. queue in Linux (excerpt)

Len Shustek, Computer History Museum

“Source code provides a view into the mind of the designer.”
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~ 50 years, a lightning fast growth

Apollo 11 Guidance Computer (~60.000 lines), 1969

"When I first got into it, nobody knew what it was that we were doing. It
was like the Wild West."

Margaret Hamilton

Linux Kernel

. . . now in your pockets!
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The scientific method. . .

The experimental method

make an observation

formulate an hypothesis

set up an experiment

elaborate a theory

And then we reproduce and verify.

Reproducibility is the key

non-reproducible single occurrences are of no significance to science

Karl Popper, The Logic of Scientific Discovery, 1934
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. . . evolves in the digital age!

For an experiment involving so�ware, we need

open access to the scientific article describing it

open data sets used in the experiment

source code of all the components

environment of execution

stable references between all this

Remark
The first two items are already widely discussed!

. . . what about so�ware?
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An example from my research field, Computer Science

Analysis of 613 papers

8 ACM conferences: ASPLOS’12,
CCS’12, OOPSLA’12, OSDI’12,
PLDI’12, SIGMOD’12, SOSP’11,
VLDB’12

5 journals: TACO’9, TISSEC’15,
TOCS’30, TODS’37, TOPLAS’34

all very practical oriented

The basic question

can we get the code to build and run?

The workflow
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. . . cont’d

. . .
. . . that’s a whopping 40% of non reproducible works!

The main reasons
source code (or the right version of it) cannot be found
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So�ware Source code is an important pillar

The Magic Triangle of Scientific Knowledge

Nota bene
The links in the picture are essential
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A forgo�en pillar of Open Science

No reference catalog

to find and reference all
the source code

No universal archive

to preserve all the source
code

No research infrastructure

to enable analysis of all
the source code

Lack of recognition

not (yet) a first class citizen

in the EOSC plan

in the EU copyright reform

in the scholarly works

Lack of guidance on how to

choose a license

cite a so�ware project

relate to industry best practices

make source code FAIR(*)
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Raising Awareness

Inria Unesco agreement, April 3rd, 2017 Unesco Inria expert group, November 2018
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Actions in the research landscape

In the Research Data Alliance
Collaboration with a variety of international partners

Source Code Interest Group

Source Code Identification Working Group

In the French Open Science Plan

the GPLO group
so�ware citation, reference, archival
so�ware licensing
best practices

support for So�ware Heritage
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The So�ware Heritage Project www.so�wareheritage.org

Mission
Collect, preserve and share the source code of all the so�ware that is available

Partners
Initiator Inria

Industry Microso�, Intel, Société Générale, Google, GitHub, FOSSID

Public sector UNESCO, DINSIC, DANS, UQAM, Bologna University
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In a nutshell bit.ly/swhpaper

The largest so�ware source code archive ever

Git
loader

Mercurial
loader

Debian source
package loader

tar loader

.

.

.

Software Heritage Archive
Merkle DAG + blob storage

Loading
& deduplication

dsc

dsc

hg

hg

hg

git
git

git git

svn

svn

svn

tar

zip

software
origins

Package
repos

Forges
GitHub
lister

GitLab
lister

Debian
lister

PyPi
lister

.

.

.
Distros

...

Scheduling

Listing
(full/incremental)

Over 10 billions intrinsic identifiers (IDOs) for reproducibility

Must read: conceptual framework for DIOs and IDOs bit.ly/swhpidpaper

Research so�ware deposit

moderated via HAL
open since 9/2018

Reference archive
See for example

swmath.org

Collaboration HUB
industry, research

digital preservation

Now part of the French National Plan for Open Science
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Reduce risk, avoid fragmentation

Thomas Je�erson, February 18, 1791

. . . let us save what remains: not by vaults and
locks which fence them from the public eye and
use in consigning them to the waste of time, but by
such a multiplication of copies, as shall place them
beyond the reach of accident.

A common infrastructure
mutualisation for sustainability

open source, non for profit

mirror network open to all

may prevent a useless diaspora
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A word on FAIR

Research Source Code . . . is just Source Code!

FAIR for Research So�ware Source Code is di�erent

For So�ware Source Code, FAIR has a di�erent meaning:

reFerenced with intrinsic, verifiable identifiers

see the iPres 2018 article bit.ly/swhpidpaper
example:
swh:1:cnt:41ddb23118f92d7218099a5e7a990cf58f1d07fa;lines=53-82

Accessible in an archive that holds it for the long term

cIted to credit authors, like all other scientific outputs

Reusable equipped with a proper Open Source license
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Conclusion more at annex.so�wareheritage.org

Challenges

So�ware Source code:

(forgo�en) pillar of Open Science

(undervalued) key to reproducibility

(underrated) scholarly production

Opportunities

Shared with Open Source communities

learn from so�ware development

adopt proven approaches

avoid dispersion of e�orts

Jean-François Abramatic, Roberto Di Cosmo, Stefano Zacchiroli
Building the Universal Archive of Source Code
Communication of the ACM, October 2018

Roberto Di Cosmo, Morane Gruenpeter, Stefano Zacchiroli
Identifiers for Digital Objects: the Case of So�ware Source Code Preservation
iPRES 2018: Intl. Conf. on Digital Preservation

Roberto Di Cosmo, Publication scientifique: le rôle des États dans l’ère des TIC.
Upgrade, Vol. VII, No. 3, June 2006,
http://www.dicosmo.org/FreeAccessToScience.pdf

�estions?
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All the source code

Online

Offline

Online

OpenClosed
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All the source code: strategy

Online

Offline

Online

OpenClosed

Embargo

Focused Search

Automation

Crowdsourcing
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URL decay disrupts the web of reference

Web links are not permanent (even permalinks)

there is no general guarantee that a URL. . . which at one time points to a given
object continues to do so
T. Berners-Lee et al. Uniform Resource Locators. RFC 1738.

URLs used in articles decay!

Analysis of IEEE Computer (Computer), and the Communications of the ACM (CACM):
1995-1999

the half-life of a referenced URL is approximately 4 years from its publication date
D. Spinellis. The Decay and Failures of URL References.

Communications of the ACM, 46(1):71-77, January 2003.

Similar findings in Lawrence, S. et al. Persistence of Web References in Scientific Research,
IEEE Computer, 34(2), pp. 26–31, 2001.
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Scholar roster of broken links

An example from Astronomy

How Do Astronomers Share Data?
Pepe, Goodman, Muench, Crosas, Erdmann PLOS August 28, 2014
dx.doi.org/10.1371/journal.pone.0104798
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DOI limitations

Example: doi:10.1109/MSR.2015.10

to find what 10.1109/MSR.2015.10 is, go to a resolver (e.g.
doi.org)

this returns http://ieeexplore.ieee.org/
document/7180064/
at this URL we find . . .

Architecture of the DOI infrastructure

DOI resolution can change

content at URL can change

no intrinsic way of noticing

persistence based on good will of multiple parties

Roberto Di Cosmo www.dicosmo.org (CC-BY 4.0) www.so�wareheritage.org December 4th, 2018 5 / 12

doi:10.1109/MSR.2015.10
http://ieeexplore.ieee.org/document/7180064/
http://ieeexplore.ieee.org/document/7180064/


DOI limitations

Example: doi:10.1109/MSR.2015.10

to find what 10.1109/MSR.2015.10 is, go to a resolver (e.g.
doi.org)

this returns http://ieeexplore.ieee.org/
document/7180064/
at this URL we find . . .

Architecture of the DOI infrastructure
DOI resolution can change

content at URL can change

no intrinsic way of noticing

persistence based on good will of multiple parties

Roberto Di Cosmo www.dicosmo.org (CC-BY 4.0) www.so�wareheritage.org December 4th, 2018 5 / 12

doi:10.1109/MSR.2015.10
http://ieeexplore.ieee.org/document/7180064/
http://ieeexplore.ieee.org/document/7180064/


Outline

6 Strategy

7 Identifiers are not easy

8 Looking for the right identifiers
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Systems of identifiers

A system of identifiers is

a set of labels (the identifiers)

mechanisms to perform :

Generation (minting) create a new label
Assignment associate label to object
Retrieval get object from a label

optionally, mechanisms to perform:

Verification check label and object
Reverse Lookup get label from an object
Description get metadata of an object
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Mechanisms o�ered in some systems of identifiers

Mech. / System Handle DOI Ark PURL
Generation Yes Yes Yes Yes
Assignment Yes Yes Yes Yes
Retrieval Yes Yes Yes Yes
Verification N.A. N.A. N.A. N.A.
Reverse Lookup N.A. N.A. N.A. N.A.
Description Yes Yes Yes N.A.
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Our challenges in the PID landscape

Typical properties of systems of identifiers

uniqueness, non ambiguity, persistence, abstraction (opacity)

Key needed properties from our use cases

gratis identifiers are free (billions of objects)

integrity the associated object cannot be changed (sw dev, reproducibility)

no middle man no central authority is needed (sw dev, reproducibility)

we could not find systems with both integrity and no middle man !
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An important distinction: DIOs vs. IDOs

The term “Digital Object Identifier” is construed as “digital identifier of an object,"
rather than “identifier of a digital object” Norman Paskin. 2010

DIO (Digital Identifier of an Object)

digital identifiers for (potentially) non digital objects

epistemic complexity (manifestations, versions, locations, etc.)

need an authority to ensure persistence and uniqueness

IDO (Identifier of a Digital Object)

digital identifiers (only) for digital objects

can provide both integrity and no middle man

broadly used in modern so�ware development (git, etc.)

for the core So�ware Heritage archive, IDOs are enough
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IDOs in So�ware Development: the origins

Merkle tree (R. C. Merkle, Crypto 1979)

Combination of

tree

hash function

Classical cryptographic construction

fast, parallel signature of large data structures, built-in deduplication

satisfies all three criteria: gratis, integrity, no middle man!

widely used in industry (e.g., Git, nix, blockchains, IPFS, . . . )
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IDOs in So�ware Heritage: a worked example
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The So�ware Heritage IDO schema (see http://bit.ly/swhpids)

swh:1:cnt:94a9ed024d3859793618152ea559a168bbcbb5e2 full text of the GPL3 license

swh:1:dir:d198bc9d7a6bcf6db04f476d29314f157507d505 Darktable source code

swh:1:rev:309cf2674ee7a0749978cf8265ab91a60aea0f7d

a revision in the development history of Darktable

swh:1:rel:22ece559cc7cc2364edc5e5593d63ae8bd229f9f

release 2.3.0 of Darktable, dated 24 December 2016

swh:1:snp:c7c108084bc0bf3d81436bf980b46e98bd338453

a snapshot of the entire Darktable repository (4 May 2017, GitHub)

Current resolvers: archive.softwareheritage.org and n2t.org
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